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Audit Trails and the Scope of Medical
Record Discovery in lllinois

BY COURTNEY A. BERLIN & MARY DALENBERG

AS ELECTRONIC MEDICAL

RECORDS have become standard
practice, discovery disputes focus on not
only what appears in the patient chart,
but how the chart was created, accessed,
and modified. One of the most contested
sources of that data is the audit trail, a
system-generated log showing when
records were accessed, altered, or reviewed.
In Burnette v. Nockels, 2025 IL App
(1st) 240485, the Illinois Appellate Court
considered when a plaintiff may compel
production of unfiltered audit-trail data
and obtain a live inspection of a hospital’s
electronic medical record system.

Incomplete audit trails and a
request for inspection

In Burnette, the plaintiff alleged medical
malpractice during spinal surgery at
Loyola University Medical Center. During
discovery, Loyola produced the plaintift’s
medical records and audit-trail data for
a limited time period in spreadsheet and
PDF form. The plaintiff moved to compel
further discovery, asserting the audit trail
was incomplete and filtered.

The plaintiff sought a supervised

inspection, allowing her expert to oversee

a live extraction of audit-trail data from
Loyola’s EMR system. Loyola opposed the
request, arguing that its production was
complete, further data was irrelevant or
unduly burdensome, and a live inspection
raised HIPAA and data-security concerns.
The trial court ruled in favor of the plaintiff.

Appellate court analysis

The appellate court rejected the
argument that HIPA A’s patient-access
provisions define or limit the scope of civil
discovery and affirmed the trial court’s
ruling in favor of the plaintiff.

In doing so, the court articulated
several principles of lasting importance to
Illinois practitioners:

1. Discovery is governed by Illinois
Supreme Court Rules, not by
HIPAA access provisions. See IlL. S.
Ct. R. 201(a).

2. HIPAA serves a different purpose
than discovery.

3. Plaintift is entitled to unfiltered
audit trail data if relevant to the
litigation. Generally, courts allow
“full disclosure regarding any

matter relevant to the subject matter
involved in the pending action” IlL
S. Ct.R.201(b)(1).

4. Trial courts retain broad discretion
to order inspections and other tools
to resolve discovery disputes.

Takeaway

Burnette v. Nockels reflects the realities
of modern medical malpractice litigation,
where a patient’s story is revealed not only
by the chart but also by the digital data
behind it. By reaffirming that audit-trail
discovery is governed by Illinois discovery
principles, and not constrained by HIPAA’s
access framework, the First District has
provided trial courts with clear authority
to permit meaningful inquiry into the
integrity of electronic medical records
when the circumstances call for it. B
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